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Abstract: The analysis of factors contributing to accidents and the deep understanding of the correlations
between these factors allows, on the one hand the emergence of building an explanatory framework of
accidents occurrence, and highlights strategies and tactics to prevent possible incidents in the future. For
the construction and implementation of safety systems one must consider all causative factors (direct and
indirect) and the interrelationships between them. Specific mechanisms of accident patterns significantly
affect the ability to identify and control hazards and thus prevent accidents. The results obtained by
simulating the dynamics of costs and benefits, as a Wiener process with jumps modeled using Poisson

distribution, is a complete solution for improving decision making in high technical systems.
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1. INTRODUCTION

Understanding the mechanisms that
contribute to accidents in complex socio-
technical systems is extremely difficult due
to complex interactions between component
systems and processes dynamics.

In order to substantiate the occurrence of
accidents explanatory framework that allows
highlighting strategies and tactics to prevent
possible incidents in the future an analysis
of causal factors (direct and indirect) and the
correlation between them is critical.

The analysis of the mechanisms of accidents
occurrence in complex socio-technical systems
in the context of complex interactions at the
level of components can start from principles
of systems engineering [1, 2] which provides an
upper multiple perspectives and building upon
the foundations of data and information specific
to large and complex systems.

Sage  highlighted the problem of
scalability [3], Blauberg and Haimes evoked
multidimensionality essential principle in
understanding technical interactions with socio-
human factors [4, 5].

Subsequent analyzes focused on a new
discipline, namely safety engineering systems,
beginning at the following generic hypotheses:

 impressive rate of technological change
(which reduces the power of lessons learned,
and introduces new elements of uncertainty);

« changing nature of incidents and accidents
with the emergence of new types of hazards;

 reducing the ability of fructification of
previous experience (by reducing capabilities
and test periods);

 reduced tolerance for accidents in the
context of more complex dynamics;

» the emergence of new difficulties in
prioritizing the new aggressive and competitive
backgrounds;

» the changing nature of the complex
relationships between human factors and
automation (resulting new types of human
error related to inadequate human-machine

communication);
» the dynamics of change and visions
regarding safety regulations creates self

sustainable imbalances.
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2. MODELS OF ACCIDENT DEVELOPED
USING SAFETY ENGINEERING
SYSTEMS

One must first mention the existence of
confusion about the concepts of safety and
reliability.

In a context where most accidents arise from
the interaction between system components
and not the failure of individual components
different situations should be taken into account:
reliable, but insecure or unsure, but unreliable.

If reliability suggests an average lifetime
between two failures, safety concerns the lack
of accidents involving not necessarily the
increase of the reliability of components and
the increase of system security. In addition,
socio-organizational levels fall to other levels
different from physical systems [6].

Second, accidents are caused by chains of
interdependent events and accident models
should be designed not only to explain the
causes of occurrence, but to offer prevention
approaches.

In classical models a universal set of typical
mechanisms is considered, which influences
the results in the ability to identify and control
hazards and thus prevent future accidents.

The first models in which integrated the
socio-component were the domino management
models [7], these management models are
inadequate for complex socio- technological
systems as they fail to identify human errors
within accident processes.

Chain type models or multiple synchronized
chains are based on safety engineering systems
but suffer from problems of linear causality that
can not be incorporated into the current highly
non-linear phenomena, namely the difficulty
selection and hierarchy of events that can be
subjective.

The chains of events focus on past events,
neglecting some relevant mechanisms.

The new models should provide an extended
vision beyond causal factors that takes into
account the conditions that allowed the
appearance of the event or the indirect factors.
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In  multi-level approaches, Johnson
proposed a model of systemic, contributory
and direct factors such as the checklist method
MORT (management oversight risk tree) [8]
and Rasmussen-Svedung proposed a structure
in which explicit social factors are detailed [9].

Assigning historical probabilities to PRA
methods  (probabilistic  risk  assessment)
wrongly considered as mutually-exclusive
events, does not describe the actual conditions
in which the probabilities were assessed and
thus they can not provide guidelines on the role
of organizational and management factors [10].

Regarding the conflict between the flawed
design and human errors the subjective
temptation of overestimation of the role of
the operator as the final element in the chain
of events exist, including in interventions at
limit of the functionality, alongside with the
underestimation of the error of conception.

In order to provide a more accurate picture
of the actions/decisions of the operator is
essential to avoid the improvidence bias sites
(to simplify the causality analysis by anchoring
an initial hypothesis; overestimation of the role
of rules/ procedures; superficial analysis of
data relevance, over-correlation of results with
previous actions) [11].

In the literature there is a tendency to treat
errors of the human factor similar to physical
fall of components/subsystems mechanisms,
based on the simplistic idea of deviation from
nominal specified or prescribed performance.

Approaches to the human factor are much
more complex. Instructions and procedures
are always on senso-stricto, as operators try
to be more efficient and productive under the
pressure of time. Thus, violation of rules shows
some level of rationality [12].

The new mental models should include
perceptions differentiation of designer -
operator.

During development, the designers create
their ideal model, significantly different from
the real system built and used. The designer
aims the integration of standard operators
and this is actually the starting point in the
development of work instructions and training
programs or courses.
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Moreover, the issue is complicated because
there are differences due to structural diversity
and evolution in time. The operator reference
model starts from the model devised by the
designer and seldom includes user experience.

Although  formal procedures, work
instructions and training are amended and
updated periodically in order to reflect
operating environment, there is always a delay.
In addition, the operator is often working under
time pressure and the productivity rules do not
always reflect considered ideal procedures [13,
14].

Along with the maturation and evolution of
the system, operators use feedback to update
their mental models. Operators are involved in
experimentation and learning processes in the
borders of safety.

The experimentation is essential in change
management and may lead to re-assess response
to unexpected situations. As a result, designers’
models are more simplistic than those of the
operators, but usually all operators are liable
even if the decisions were based on incorrect
information processed reasonably at the time.

Feedback and experiments are essential
elements in convergent mental models.

3. THE ANALYTICAL MODEL
FOR ASSESSING THE SAFETY
INVESTMENTS

Using the discrete time version of the
geometric Brownian motion model allows the
analysis of the accidents process and identifies
management solutions leading to prevention
disposals.

Multiple sources of risk jump are
considered independent of each other, each
having randomly size and jump timing (Poisson
distribution) [15].

In designing a complex socio-technical

system, each subsystem/component
corresponds: direct costs (ie. acquisition,
operation, maintenance, modernization,

insurance), indirect or intangible costs (eg.
giving up safety checks under efficiency
and productivity pressure) and benefits (eg.
reducing the number of accidents).

The current recognized value of the socio-
technical system can be determined by the rate
of increase/decrease expected in time related
dependence assumptions and constant volatility
(eq. I).

d_S = IL[ . dt + O - dZ
S (1)

In equation (1), S represents the value
of the entire socio-technical system and is
composed of and technical factor value S, and
the human factor value S; u, (¢) is the yield of
each component in function of time, ¢ is the
volatility, and z follows a Wiener process.

Consider the situation where S, (value of
human resource insurance) accounts for 25% of
the technical factor S, at time 7, (eq. 2).
S§=)8,=100

i (monetary units) (2)

It exemplifies the following possible
situations. For §,, based on the models of
reliability theory, it is considered a volatility of
20% per annum with -7% yield, and an initial
value 80 monetary units. For §,, based on
theories of return on human factor is considered
the volatility of 20% per year with 10% yield
and an initial value 20 monetary units.

IfAS, represents the fluctuation of the

technical value and AS, is the fluctuation in the

human factor in the next short period of time A¢
, then equation (1) becomes (eq. 3):

A—Sl =—-0,07At +0,2Az
5 (3)
A5 _ 0,1A¢ +0,2Az

2

The variable z follows a Wiener process, so

Az canbe written as ¢+ At , where ¢ is a random
variable with standard normal distribution. For

a period of 30 days (A¢=1/12=0,083) equation
(2) and (3) become (eq. 4):

AS, =—0,00581-S, +0,0576-5, - ¢, (4)

AS, =0,0083-S, +0,0576-S, - &,
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Using Monte Carlo simulation, values for the
random variables ¢, and ¢, are generated using
the inverse cumulative normal distribution.
Thus, the evolution of the values of the two
factors is obtained (figure 1a and 1b).
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Although there are limitations on the
extension of these methods of calculation,
management can not ignore the need to adapt to
the new permanent organization of the market
in order to remain competitive.

For the proposed model, evaluation of
costs (C) is carried out on three components:
insurance costs (C ), maintenance costs (C )
and acquisition, repair and upgrade (C, ) (eq.
5).

C = Ctl + Cm + Caru (5)
The insurance costs associated with
technical and human factors are aggregated

according to equation (6), where; and «, are
the insurance premium (figure 2).

C,=a,-S +a,-S, (6)
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Fig. 2 The evolution of insurance costs

The costs of maintenance (corrective and
adaptive) associated with regular work are
determined by asimilaralgorithm with insurance
costs to an initial value of 100 monetary units
(maintenance costs are comparable in value
to the cost of high-tech systems acquisition),
which considers volatility of 20% per year with
yield of 20% (figure 3).
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Fig. 3 The evolution of maintenance costs

Acquisition, repair and upgrade costs
are evaluated in terms of the possibility of
accidents. Positive jumps, whose source is
the technical failures, are uncertainties about
the timing and consequences of such events.
The assessment of these costs with multiple
risk sources (Brownian motion) and evolution
described by a Markov chain is performed
using equation (7).

i q
Carm,ﬂ =n: Carm, o - Carmt ’ §|:1 + Z(el l_'jj|
-0 q:

(7)
In the cost equation (7), n is the growth
rate per unit time and is calculated based on

yield u, according to equation (8), o is the

volatility (standard deviation), & is a random
number generated by using the standard normal
distribution N(0,1), and ¢ is the accident
frequency.
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i q
Factor §|:1 + Z:(e_1 /1—'}} represents the
q=0 q:

Wiener process that can affect the volatility o
(figure 4).
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upgrade costs

This process was modeled using a Poisson
distribution (specific for rare events), and the
sum represent the discretization of the integral
that characterizes continuous time processes.
n=1+pu ®)

To assess the benefits (B) expressed by
reducing the number of accidents due to
investment in safety, we propose a model where,
at the appearance of a jump, benefit changes
with good operating system level probability p.
The benefit equation is:

B, =B, {(l +p)+o, - 5[1 + Z;;(e‘l %q'jﬂ
- )

In the benefit equation (9), o is the volatility

(in conjunction with human errors) and & is a
random number generated using the standard
normal distribution N(0,1).

Annual probability of accidents at the system
level depends on the connecting elements and
is determined by the mean time before failure
(MTBF) rate.

The outcome of safety investment project
is calculated based on the cumulative benefits
and costs using Mathcad program (figure 5).
The critical probability of producing accident
(that involves total review of the resilience)
is associated with time 1, when the benefits
outweigh the costs.
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Fig. 5 The outcome of safety investment
project

Numerical computation reveals investment
opportunity in safety for different values of
yield and volatility. Results are highly sensitive
to the asymmetry of jumps size and the system
architecture. Neglecting jump risk can lead to
significant underestimation of the real value
of investment opportunities, with negative
consequences for decision-making.

CONCLUSIONS

The model was implemented as a simple,
fast and efficient tool using Mathcad program, a
tool in which data can be simulated by concrete
elements of the application.

The advantages of the model concern the
introduction of flexibility ingredient essential
in decision making. It also incorporates market
mechanisms that allow resumption of study in a
unique way for this type of applications.

The development of a model that
captures the impact of fluctuations resources
(technological shocks and human error) in
projects safety investment (Wiener process
modeled using Poisson distribution) aims to
identify management solutions that increase
the value of the investment opportunity in high-
tech systems.

The limits of the model are related
to capturing the interdependencies and
interconnections between the technical and
socio-human subsystems highlighted by the
higher probability of producing the accident at
the system level compared to the failure rate at
an indispensable functioning component level.
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